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1. Introduction
Traditionally system information has been broadcast and the UEs acquire the broadcast system information by listening to the broadcast control channel. However, broadcast resources are resource intensive at higher frequencies since the information needs to be sent on a narrow swept beam. Hence, RAN groups have agreed that only essential system information will be broadcast and other system information (which may comprise large system information blocks) is to be acquired by the UEs on demand. The following agreements regarding on-demand system information have been reached in the RAN groups: 
Agreements (RAN2#95-bis) – [1]
1: 	For on demand SI, other SIs may be broadcasted at configurable periodicity (equivalent to SI period in LTE) and for a certain duration.
2	Request of the other SI by idle and “new state” UE should be performed without state transition.
3	For an SI required by the UE, the UE should know whether it is available in the cell and whether it is broadcast or not before it sends the other SI request (e.g. by checking minimum SI). 

Agreements (RAN2#96) – [2]
1: 	The minimum SI should provide the information of Other SIs available in the cell, including the SIB type and validity information.
2:	UE checks the scheduling information of the other SI in the minimum SI to detect whether a specific SIB is being broadcasted or not.
3:	The SI transmission window in LTE is baseline for NR.
4: 	The scheduling information for other SI should include SIB type, validity information, periodicity, SI-window information. 
FFS: Whether MSG1 and/or MSG3 is used to carry other SI request.
5: For UEs in connected, dedicated RRC signalling can be used for the request and delivery of other SI.

This essentially means that an IDLE mode UE may request one or more SIBs and the network needs to deliver these SIBs. In this contribution the security implications of the SI requests coming from IDLE mode UEs on the downlink radio resource load in the cell are discussed and some solutions are proposed. 
1. System information requests
There are three RRC states in NR (CONNECTED, INACTIVE and IDLE). As in case of LTE, system information may be requested from UEs in any of these RRC states. The gNB has a security context for the UE in both INACTIVE and CONNECTED states and hence such SI requests may be considered to be  authentic. However, this is not the case for IDLE mode UEs. The IDLE mode UEs can read the essential (minimum) system information and can request any other SIBs available in a cell whilst still remaining in IDLE mode. This means that SI requests may be originating from UEs that have no security context at the gNB. 
Since SI messages can be very large (note that this is one of the main considerations for classifying certain SIBs as on-demand SIBs) and have to be transmitted using  large amounts of radio resources, responding to SI requests originating from an unauthenticated UE potentially exposes the system to a denial of service style attacks. One or more unauthenticated malicious UEs may trigger repeated SI requests to significantly increase the load on the downlink radio resources triggering multiple SI transmissions from the gNB. 
Observation 1: responding to SI requests from IDLE mode UEs (for which the gNB has no security context) may render the radio network open to denial of service style attacks. 
In order to solve the above issue, mechanisms to ensure that SIB requests are originating from authenticated UEs are needed. It is assumed that a security context is required to authenticate these requests. Note that for IDLE mode UEs that are attached to the network, a security context exists only with the core network. Hence, an authentication procedure based on the core network security context is necessary to selectively authenticate SIB requests from IDLE mode UEs. 
A basic procedure for authenticating SIB requests from a UE may look as below: 


Figure 1: Authenticated SIB request procedure
It is clear that the authentication step will generate additional signalling (especially on the CN interfaces); however, it is intended that this procedure should be invoked optionally by gNB. i.e. this signalling overhead would only be incurred when the gNB decides that authentication is needed. For instance, this may only be invoked when the UE requests SIBs which are large or when a suspect activity is detected (e.g. an atypical surge of SIB requests in a cell). 
The above would have implications on the RAN2/3 work and on the SA3 work. It is hence proposed to send an LS to RAN2 and RAN3 informing them about security implications of the on demand SIB requests and the implications of these requests originating from IDLE mode UEs. SA3 should investigate mechanisms to ensure that SIB requests can be authenticated. 
Proposal 1: SA3 should specify mechanisms to authenticate SIB requests from IDLE mode UEs 
Proposal 2: Send an LS to RAN2 and RAN3 informing them about security implications of SIB requests from IDLE mode UEs
1. Conclusions and proposals
In this contribution we have highlighted some potential implications of SIB requests from IDLE mode UEs. The following are proposed:
Proposal 1: SA3 should specify mechanisms to authenticate SIB requests from IDLE mode UEs 
Proposal 2: Send an LS to RAN2 and RAN3 informing them about security implications of SIB requests from IDLE mode UEs
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